Abstract-In today's digital era, practice of telemedicine has become common which involves the transmission of medical images and Myhealthrecord (MHR) for higher diagnosis in case of emergency and maintaining integrity, robustness, authentication and confidentiality of such patient's data becomes necessary. Many works has shown that the digital watermarking is one of the solutions but simultaneously, it is known that no complete algorithm is available to fulfil all the requirements of a field. Till the watermarking technique becomes robust, encryption technique can be considered as one of the best solution for protecting the data.
INTRODUCTION
All real time signals are analogous in nature which are easily perceptible and heard by human beings. Butin order to process, transmit and receive over the network, these signals should be in digital form and such real time signals are widely used in many of the applications; one of the main applications is in the field of health care system which strictly prohibits any modifications in the information. But any digitally converted data is reversible in nature and in turn leads to many illegal and fraud activities. In such cases, digital watermarking (DWM) system plays a major role for ensuring security, authenticity and confidentiality. The DWM is implemented in two ways: spatial and transform domain [3] [9] ; the transform domain is more robust compared to spatial domain but does not provide complete contribution towards the security of the information.
The DWM technique does not avoid the fraud cases but however it can help in preventing and reducing illegal use of the data. So, until the DWM system becomes robust enough to prevent the removal of watermark content from it, the research in this field continues.
Most commonly used and efficient techniques are; Spatial LSB and transform IWT techniques. The SVD technique embeds the WM in the LSB of pixels but does not create serious distortion but is less robust. In DWT, the watermark is embedded in floating point coefficients so that any truncations of the floating point values of the pixels that should be integers may lead to the loss of the watermark information which may in turn lead to the failure of the system. In order to avoid the loss of information IWT technique involves only integer so that there is no loss of information. Thus one of the alternate to increase the robustness of DWM is to combine the positive features of spatial and frequency domain technique [12] . Although the techniques are combined, it cannot avoid the removal and identification of watermark. Therefore the limitation of DWM can be clubbed with encryption [6] and encoding technology to secure the confidential data in the field of health care systems.
Encoding is the process of converting one form of information to another form and this property of encoding is used to hide the original data from the fraud. In this paper, the watermark information is encoded with the help of generation of large value of prime numbers and is done with new proposed algorithm and later encoded message is encrypted using 64-bit RSA crypto algorithm (only for simulation purpose and we can use 1024-bit RSA also). The process of encoding followed by the encryption ensures double blinded security [2] to the information.
Prime numbers are used in both encoding and encryption process and it is very difficult for anyone to predict the large prime factorized value and this property of prime numbers adds the benefit in improving the security.
In the medical field modification of the data is not entertained as it may lead to inappropriate decision even by the specialized doctors and to avoid such cases, data payload should be less and to achieve this quick response code (QR) [7] [15] is used in the proposed watermarking system. www.ijacsa.thesai.org 
II. PROPOSED ALGORITHM
Here a novel Encoding-Encryption (E2)-based DWM embedding procedure is proposed for MI and is shown in the figure 1. In this work, three different watermarks are used; patient information, patient ID (E-aadhar) and hospital logo. The patient information is encoded using the proposed encoding algorithm followed by 64-bit RSA encryption algorithm. The encrypted patient information is converted to QR code. The same operation can be done with other watermark information also but for simplicity here these steps are performed only with the patient details.
A. Pre-processing Steps at the Scanned MI:
Step1: Read the scanned MI from the database (Cover Image).
Step2: In pre-processing, color image is converted to gray image. The conversion is done as gray scale image is represented by 8-bit value ranging from 0-255. With contrast to RGB MI which is represented by 24-bit, the gray image processing has many advantages such as: complexity of the code is less; speed of computation is very high as it processes only with one channel elements; signal to noise ratio is high compared with 3-channel colour image;
Step3: After the conversion, the image is subjected to polygon based segmentation to separate region of interest (ROI) region and region of non-interest (RONI) region as shown below. Segmentation is necessary in the case of MI so as to avoid the degradation of the diagnosis part. The diagnosis part is considered as ROI and the rest is RONI. Most of the radiologist use polygon based segmentation because of its easiness i.e. it just involves selecting four points on the positive and negative axis as shown in figure2: After separating ROI region, the watermark can be embedded in to the RONI region without distorting the useful information.
Step4: This step is explained later in the section of watermark embedding process.
B. Steps Performed at the Watermark:
Step1: Read 3 different watermarks: Patient details (txt, doc, excel), Patient ID (E-aadhar) and hospital logo.
Step2: Apply the proposed encoding algorithm to get encoded message in terms of prime numbers. The encoding algorithm is described below: 1) Read the first watermark i.e. patient detail file K from the database.
2) Read the total length of the characters M and assign it to another variable N for future use.
3) Read each character from the file. 4) Generate a random prime number KL. 5) Using the above value, once again generate random prime numbers for each character.
6) Store the last prime number in a variable key. www.ijacsa.thesai.org
7)
Divide the entire length in to half. 8) Apply the algorithm as described below
Where ( ) ( ) Repeat the above process for all characters.
In broad way encoding is considered as a method of transforming the original information in to another form which is easily not understood by common persons. In the encoding procedure mentioned above, the prime numbers are used in the process of addition; subtraction, modulo-2 additions and subtraction are used.
Step3: Apply 64-bit RSA encryption to the encoded message. The RSA encryption technique involves the generation of private key, public key and modulus. The public key can be shared among the doctors while retaining the private key with the patient to maintain confidentiality, authenticity and security.
The procedure for generating the 64-bit key is described below:
a) The encoded message is converted to 64-bit integer data type.
b) Generate the key pair: modulus, public and private key i. Select two large prime numbers p & q.
ii. Compute modulus
iv. An integer selection between the range and is used as a public key ‗e'. v. Private key ‗d' is generated using integer e and two prime numbers p & q using extended Euclidian algorithm (used to obtain gcd-last non zero remainder).
vi. Later encryption is performed using modulus, public key ‗e' and the message as:
Step4: QR code is generated using zxing library function for encrypted message to reduce the data payload. QR code is widely used nowadays because of its less space consumption to that of bar code or any other conventional symbol, isotropic property, capacity to hold 7092 characters of data which may consist of numbers, symbols, text, control codes etc both horizontally and vertically and rather than this even if it is damaged it is possible to recover the data from 30 to 35% of the damaged data [4] [5] .
Step5: The same procedure may be done for other watermarks also with slight modifications. But in this paper, the steps are performed only for patient details. Rather than this, QR code is generated for other two watermarks. The sizes of patient ID (E-Aadhar) of size 40.4KB of dimension , Hospital Logo of size 3.57 KB with dimension and PHR of size 12.47 KB with dimension are used.
Step6: The generated three different QR code watermarks are concatenated with three different colours R, G and B to differentiate each other.
The concatenated QR code is applied with SVD.
C. Watermark Embedding Process
The procedure for embedding the QR watermark is described below: The process involves the use of frequency domain IWT technique and spatial domain technique SVD [10] . The RONI obtained after segmentation is subjected to 3-level Integer Wavelet Transform (IWT) which is usually considered as Reversible Lifting Wavelet Transform (RLWT). Nowadays IWT is replacing Discrete Wavelet Transform (DWT) as it eliminates the information loss in the fractional part of the data during watermark [1] embedding process as it involves integer to integer transform mapping that does not allow the information loss during the forward and reverse process. The deeper level decomposition is considered, as the 1-level decomposition does not contain much information while the subsequent levels contain more information and less noise. Embedding the watermark in such deeper levels provides more robustness to the system. a) Apply 3-level IWT to the RONI region of MI which results in four frequency bands as low-low (ll), low-high (lh), high-low (hl) and high-high (hh) followed by SVD operation.
b) Since the high frequency component is less informative, modifying the data in this part does not affect, hence the hh part of MI is used to generate the signature that is to be embedded in ll part of MI. The ll part is chosen for embedding as we know that, the low frequency part is more informative and hiding the data in such part is not easily traceable and thus we can evaluate the robustness of the system.
The signature generation involves the following steps [8] :
i. Apply SVD to the higher frequency band hh of MI and it gives u i , s i and v i .
ii. Apply SVD to the QR code watermark and it gives u w , s w and v w .
iii. Singular component of MI and WM are exchanged to get modified hh band of the MI.
iv. The remaining u w and v w components of WM are used along with a random constant key to generate the signature. www.ijacsa.thesai.org v. To generate signature, initially a threshold value is fixed either to 0 or 1 based on the median values of sum of u and v components and reshaped to column elements.
vi. Perform XOR operation on the above elements to get sized element.
vii. Now this is XORed with a random key selected resulting in signature.
c) The generated signature is embedded in the low frequency band ll of MI. i. While embedding process, IWT is applied at 3-level decomposition.
ii. The ll3 and hh3 of the above result is reshaped to and both are concatenated to get sized component.
iii. After concatenation, separate the negative and positive decimals and store the negative values for reconstruction purpose in the later stage.
iv. Again separate the integer and fractional part in the positive decimal part and convert integer part to 32-bit binary.
v. Chose n th bit for embedding signature, in this 20 th bit is replaced by the signature.
vi. After performing embedding operation, convert binary to decimal once again and add the fractional part and negative indices stored. 
D. Watermark Extraction Process
The watermarked image may be either stored in the database or transmitted over the network, if required for higher diagnosis. At the recipient side, the received image has to be validated by extracting the embedded watermark and reconstructing the original MI. The watermark extraction and reconstruction of MI is done using watermarked image, watermark and a random key as described below: 2) Apply SVD to the watermark image and generate the signature using the received key.
1) Read the watermarked image from the database, separate ROI & RONI as shown in figure 3 and then apply 3-level IWT to the RONI part.
3) Extract the signature from the watermarked image using u and v components of WM and a key (it can be sent over phone or any other method) using the same process as that of signature embedding and signature is generated using the original WM using the same method as that in the watermark embedding process.
4) The generated signature is matched with the extracted signature to get authentication. If both the signatures are matched, then it proves authentication and allows for the next step of watermark extraction.
5) After successful authentication, SVD is applied to the hh frequency band of watermarked MI and the singular value of hh band is extracted. 6) The watermark is constructed with u w , v w components of watermarked MI of step II and result of step V or inverse IWT to get original MI as shown in figure 4. 7) Later the QR code watermark is decatenated.
After the construction of watermark which is in the QR code is decoded using built in zxing qr code decoder to get the encrypted data. This data is decrypted using 64-bit RSA decryption algorithm and to do this at the receiver a modulus value m and a public key e. The decryption procedure is described below: a) For decryption, it requires encrypted information, private key and modulus.
b) The same process is carried out as that of encryption except only with respect to private exponent. Now the decrypted data is passed through the decoding stage which is exactly opposite to that of encoding stage at the transmitter to get the patient detail. The decoding procedure is described below:
8) The RONI part of the watermarked image is combined with the ROI which was separated in step I to get the original MI.
The overall process of generating the patient's MHR is shown in figure 5 .
The extracted watermark and reconstructed MI are compared with the original watermark and the original MI respectively and evaluated using the quality metric parameters PSNR, MSE and SSIM. Also the system robustness is verified against various attacks like JPEG compression, Median filter, Wiener filter, and Gaussian filter, Image cropping, Image rotation and Image resize [11] [14] . www.ijacsa.thesai.org 
E. Results and Discussion
The proposed algorithm is simulated using Mat lab 2015a. In the proposed work, a combination of spatial domain technique SVD and frequency domain technique IWT together with encoding, encryption and QR code is proposed. The main advantage of SVD is that the singular value of image provides the specifications about the geometry of image such as; left and right singular vectors represents horizontal and vertical details of image whereas the singular values specifies the luminance of the image. And small variations to such vectors will not affect the image quality [13] .
On the other hand IWT is used for lossless data compression and also computation speed of IWT is much higher than that of DWT as it does not involve the fractional part. IWT is implemented using the lifting scheme method which consists of 3 steps; split, predict and update. Another main advantage of using IWT is that it is reversible in nature i.e. the image can be reconstructed without any loss as its coefficients are stored without rounding off errors.
Moreover combined use of encoding and encryption doubles the security of the information and QR code can ensemble a bigger data. The US medical images used in the simulation process are collected from the online data base and some of MRI images are collected from SS health care centre.
The result of encoding, QR code generation, encryption and the respective reverse operation are shown in table I and the overall watermark embedding and extraction process is shown in table II. The table III gives the performance evaluation of the proposed system for a single key against other traditional methods.
The table IV & V gives performance evaluation of the system verified for 20 random keys. For evaluation of the system the quality metric parameters PSNR, SSIM, MSE, false acceptance and rejection ratio are considered. The figure 6 shows graph of false acceptance & rejection ratio, decoding correct & wrong information at the receiver side. The table VI gives the evaluation of the system against various image processing & geometric attacks. 
F. Conclusion
In the proposed work, robust blind reversible DWM technique has developed which includes 3-level security. The main idea behind this technique is to protect the original patient's information from third parties. In this methodology, one may not be easily able to identify the information as it ensures three stages of security level viz.; extraction & decoding the information from QR code followed by decryption and decoding processes. Moreover the system shows more robustness against various attacks and the quality of the MI is maintained even for large data payload.
In a single QR code a maximum of 3KB of data may be embedded and hence a new method of storing maximum data and thus reducing the data payload is to be found in future.
